Audit Committee - Corporate Risks Detailed Report (16 and above) Appendix B
(as at 09/07/2024)

Risk Code: CP04 Large scale cyber attack Accountable Officer : Matt Fairclough-Kay

Description: Risk Completion Officer : Gavin Dunphy

A cyber-attack, most likely in the form of ransomware, resulting in the destruction or loss of access to all, or
most, applications and data. Local government is now a specific target. Multi-system recovery will take weeks || 1<t Review Date : 14/06/2024

or months depending on scale. Routine, unsophisticated cyber-attacks are commonplace in the form of

Current Direction of |t ted e-mail. (Also applies to SWISCo) o
Travel: Identification Date: 30/03/2022

Previous Direction of Previous Date of Change: 06/12/2023

Travel:
o~

Mitigation status: Mitigation:

24-hour SOC

Azure Password Protection

Backup and recovery

Basic anti-ransomware protection on file servers

Cloud Migration

Decommissioning legacy (unsupported) applications

Implement Tiered Domains

Action not due to start
Patching

Action not due to start Protective DNS

Web & E-mail content scanning

Latest Note:
Still in period of heightened risk due to anticipated election interference. Reviewing our adoption of National Cyber Security Centre tools and adherence to their published guidance.

Risk Code: CP06 Failure for our wholly owned companies to comply with H&S, fire, environmental legislation.  |Accountable Officer : Matt Fairclough-Kay

Description:

. . L . . Risk Completion Officer : Dave Walker
There continues to be risk of Health and Safety incidents within our wholly owned companies that undertake

high risk activity. Last Review Date : 03/07/2024

Current Direction of
Travel: Identification Date: 30/03/2023

Previous Direction of Previous Date of Change: 29/04/2024

Travel:

Mitigation status: Mitigation:

Adequate Health and Safety resources available

Auditing of Assets/Sites

No Status Set Communication

No Status Set Ensure staff are aware of health and safety policies and procedures

External Liaison

Fire Safety Post

H&S Training

Health & Safety Management Auditing

Policies and procures in place

Reporting of H&S

Latest Note:
H&S resource has been moved to support SWISCo. TDA has been absorbed back into Torbay Council but risks remain with regards to fire safety management and asset management. Work
is currently underway to mitigate this with the support of the recently appointed Fire Safety Officer
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Audit Committee - Corporate Risks Detailed Report (16 and above) Appendix B
(as at 09/07/2024)

Risk Code: CP14 Delivery of SEND Accountable Officer : Nancy Meehan

Description:

. . . . . L i X Risk Completion Officer : Lisa Chittenden
The Local Area is required to deliver high quality SEND services in line with SEND Code of Practice 0 — 25 years

—January 2015. In November 2021 the Local Area was inspected by Ofsted and CQC on the effectiveness of Last Review Date : 19/06/2024
delivering the SEND duties. The Local Area was found to have significant areas of weakness in the area’s

Current Direction of practice and as such required a written statement of action to be created and enacted to improve practice. L
Travel: Identification Date: 30/03/2023

Previous Direction of Previous Date of Change: 17/05/2023
Travel:

Mitigation status: Mitigation:

Internal controls

Networking / best practice

P1 - Joint Commissioning

P2 — SEND Strategy

P3 — Cultural change

P4 — Joint working

P5 — Graduated response

P6 — Becoming an adult

P7 — Quality assurance and community engagement

Written Statement of Action for SEND Improvement

Latest Note:

The progress of our Written Statement of Action continues to be tracked and governed through our SEND Board and DFE Monitoring Visits. Risks and issues are identified through this
process. Current risks are: resilience of all agencies to respond and systems changes need to ensure joint commissioning and financial contributions across agencies. The impact on
children and young people although starting to change, is not felt widely enough across the system at this stage, as evidenced by our recent participation survey (May/June 2023). The
Graduated Response has been widely communicated however the impact on the Requests for Statutory Assessment (RSA) is not yet being seen in the number of referrals received. A high
rate of refusal is still seen at the panel, on average 40%. As per the last update from the DCS we are still seeing our data going in the wrong direction with a huge increase in RSAs which
impact on the Education Health and Care Plan projection. We have a high refusal rate and also a number which are going to tribunal, with the tribunal timescales being shortened to a 10
week turn around.

Risk Code: CP15 Failure to stabilise the budget for the Higher Needs block Accountable Officer : Nancy Meehan

Description:

The Higher Needs Block of the Dedicated Schools Grant continues to be overspent. The forecast year end
overspend (2022/23) is £2.716m with a cumulative deficit of £11.715m. The Higher Needs Block provides Risk Completion Officer : Lisa Chittenden
funding to education provisions through the provision of additional support either through identification at

SEN K or through the provision set out in an Education Health and Care Plan. The identification of need and
the demands on the budget are currently not aligned to the budget received on annual basis. The deficit

position of the budget is currently supported by a National Statutory Override, this mechanism is in place for |Last Review Date : 19/06/2024
the next three years and provides a way of the Council accounting for the deficit, however this does not

address the deficit budget position. In February 2022 Torbay were invited to take part in the Safety Valve

Curren;:‘l;::;tlon of programme. The aim_of the programme is to agree a package of rf—:form with the DfE and e_appr?ved by the Identification Date: 30/03/2023
Secretary of State to implement a DSG Management Plan of the high needs system that will bring the
dedicated schools grant (DSG) deficit under control by reducing the spend on the high needs budget by
26/27. Torbay were notified on 14.3.2023 that the Secretary of State had approved the proposals and as a

Previous Direction of | reqyt will support Torbay financially with the HNB deficit on the basis we can implement robustly the Previous Date of Change: 17/05/2023

TlfaveI: proposals within the DSG Management Plan. Torbay will be subject to 3 times a year monitoring visits as part
of the scrutiny.
Mitigation status: Mitigation:

Ceasing and reviewing Education Health and Care Plans

Control - Contributions from agencies

Control — Higher Needs Review Group

Control — IPOP panel

Control — SEND Board and Continuous Improvement Board

Early intervention and Prevention

Implement the DSG Management Plan

Learn from Best Practice

Performance data

Safety Valve

Workforce Development Programme

Latest Note:

The Safety Valve (SV) agreement came into place on 17th March 2023 providing the deficit budget position to be funded, subject to the ongoing delivery of the SV terms and conditions of
the agreement. Three submissions of the progress made towards the Safety Valve have been provided to the Education and Skills Funding Agency in June, September and December. The
financial position of the Dedicated Schools Grant reported to School Forum in November 2023, demonstrates that the budget is aligned to the outturn position of the Safety Valve, however
there are significant pressures and risks as the demand for Education Health and Care Plans is not reducing and the number of plans that are able to be ceased is slowing. We have inputted
some mitigations to try to reduce the number of Requests for Statutory Assessment (RSA) such as early Next Steps Meetings prior to RSAs and a robust and rigorous No to Issue standing at
approximately 60% of RSAs submitted. However, the rate of which the RSAs are being submitted is currently 50% higher than our target of 15 per month. This is a high risk to all the
previous cessation work which has occurred and therefore provides a high risk to the March deadline (of which we did not meet our plan numbers) and the May deadline for plans.
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(as at 09/07/2024)

Risk Code: CP17 Placement sufficiency Accountable Officer : Nancy Meehan
Description:

The Children’s Social Care Market Study, undertaken by the Competition and Markets Authority and published
in March 2022 found that there were a lack of available placements of the right kind and in the right places,
which inevitably leads to some children not consistently accessing the care and accommodation that meet
their needs. In addition, the largest private providers of placements are making materially higher profits, and
charging materially higher prices, than would be expected if this market were functioning effectively. Taken

Risk Completion Officer : Lisa Chittenden

together with a regional challenge in the South West which highlights that there was only 85 more local

authority approved placement in July 2022 than in 2018 providing less than half of the required places for
cared for children and fifteen fewer approved fostering households available through Independent Fostering  |Last Review Date : 19/06/2024
Agencies. (Source The South West Market Position Statement, 13 July 2022), it constructs a care system

landscape under significant stress in trying to respond to the needs of children and young people.
Current Direction of | ,,c0quently, symptoms of the aforementioned stress are starting to become evident. For example, providers
Travel: have reported an increase in the use of residential provision for younger children. Further description The

Identification Date: 30/03/2023

South West Sufficiency Project data collection, shows a marked increase in the number of children aged under
11 placed in residential provision (across the South West, 493 children aged 5-10 years of age were placed in
residential provision in 2018/19, 635 in 2019/20 and 647 in 2020/21). Whilst Torbay has not mirrored this
trend, the increased use of this provision for younger children, likely driven by the aforementioned fostering
sufficiency challenges, has led to insufficient availability of matched residential provision, especially for those

Previous Direction of Previous Date of Change: 05/12/2023

Travel: children subject to criminal exploitation and contextual safeguarding risks and associated trauma-related
A needs. This trend and Torbay'’s use of residential solutions and the reasons for doing so will continue to be
closely monitored.
Mitigation status: Mitigation:
No Status Set Edge of care

Enhanced placement planning

Former Foster Carer SGO scoping

No Status Set

Fostering Recruitment

Parent and Child Placement

Resilience carers

No Status Set

Reunification scoping

Training

Latest Note:

This has been reviewed in light of the continued issue in relation to national placement sufficiency. Both the Fostering DFE report for 2022-23 and recent media attention in relation to the
cost of care evidence the significant challenges which are impacting on placements at this time, hence the upgrading of likelihood to ‘almost certain’. The placements budget is already
projected an overspend, and there is a real risk of further pressures on the budget by virtue of some of these pressures. There is a huge pressure due to the independent market requesting
huge increases in the cost for children already in their care which we are limited in influencing. There is a real concern about cost and there are challenges with receiving any health budget -
as such this remains as a score of 25.

Risk Code: CP18 Demand on services outstrips resource and budget Accountable Officer : Nancy Meehan

Description: Risk Completion Officer : Lisa Chittenden

There are a number of factors currently which may lead to an increased demand for service across the
Children’s directorate which have the potential to significantly impact when considered in the context of Last Review Date : 19/06/2024
available resource and budgets. This could manifest in * increased referrals in relation to social care response. *

Current Direction of |\ \ea5ed applications for school placements. * increased level of RSAs to meet SEND need. * increased L
Identification Date: 30/03/2023

Travel: numbers of cared for children due to family complexities. Increased numbers of UASC and those who turn 18
and become cared for National changes to the changes to the NTS. Sufficiency of placements both locally and
nationally
Previous Direction of Previous Date of Change:
Travel:

Mitigation status: Mitigation:

Audit activity

Continued investment in Early Help services, including the roll out of the Family Hubs programme

Continued work within the Written Statement of Action SEND response.

Creative resource management

Use of cross-service Incident Management Teams

Latest Note:
The risk for the service remains the same. We are continuing to closely monitor spend and are using data and performance data to project need and resource management. The service is
currently predicting a significant overspend which we are continuing to monitor closely.
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(as at 09/07/2024)

Risk Code: CP19 Recruitment and retention Of Social Workers Accountable Officer : Nancy Meehan

Description:

I . R R X X Risk Completion Officer : Lisa Chittenden
Ofsted’s Annual Report 2021-22 highlights some of the workforce issues facing children’s social care; whilst

challenges in terms of recruitment and retention were present prior to the pandemic, they have become Last Review Date : 19/06/2024
exacerbated post-pandemic, with many local authorities facing significant challenges to recruit and retain staff

Current Direction of |, 11, the sufficient experience and skill to fulfil the breadth of roles required. Ofsted describes this as “the

biggest challenge the sector currently faces”. In the year leading up to September 2021, 9% of all local
authority children’s social workers left local authority social work, an increase from 7% the previous year. The

Travel: Identification Date: 30/03/2023

education sector are facing similar recruitment and retention challenges in both schools and early years

Previous Direction of |settings. Previous Date of Change:
Travel:

Mitigation status: Mitigation:

ASYEs

Benchmarking activity

International social worker recruitment

Mapping

Poor Management & Workforce Development

Recruitment

Review of the retention offer

Succession planning

Latest Note:

Recruitment and Retention: Between 2020 and 2022 we successfully reduced our vacancy rate to 10% and agency rate to below 10%. We had a permanent social worker workforce. In 2023
we had the same level of natural turnover, however we were not able to recruit permanent social workers to replace leavers. A challenge experienced across the South West region. At the
same time, regionally, there is a shortage of experienced and quality agency staff who are going to the LA's paying the highest fees. In some instances up to £48 per hour. Torbay are
leading the regional workforce Memorandum Of Understanding (MOU) to address these challenges and within the council, continue to deploy recruitment and retention strategies. We are
writing a business case to consider an increase in Care to Community Workers (CCWs) in line with the Stable Homes Built On Love agenda to relieve Social Worker recruitment pressures
and ensure children's needs are being met at the appropriate level.

Risk Code: CP46 Effective Housing delivery Accountable Officer : Alan Denby

Description:

- . . i Risk Completion Officer : David Edmondson
That the Council fails to ensure delivery of an appropriate breadth and scale of housing to meet Torbay's

needs. This means that there will be insufficient housing to meet the requirements of Torbay's communities Last Review Date : 05/07/2024
for the overall number of properties, their size and affordability. There will also be impacts on the Community

Current Direction of
Travel: Identification Date: 21/06/2023
N

& Corporate plan should the risk be borne out.

Previous Direction of Previous Date of Change: 05/07/2024
Travel:

A

Mitigation status: Mitigation:

Confirmation of the Council's role in housing delivery.

Creation of a Housing Delivery Plan

Action not due to start

Deliver Housing Delivery Plan

Delivery of the Housing strategy action plan

No Status Set

Delivery of the Planning Service for the Future project

Delivery of the Town Centre regeneration programme

Development of relationship with Homes England

Development of the Strategic Housing Board

Prepare Housing Delivery Plan

Releasing Council land assets including greenfield allocated sites

Staff resources

Latest Note:

Housing delivery plan is being drafted for presentation to Council Leadership Group and Cabinet in line with previous decisions. This will include confirming the Council role and identifying
the required staff resource.

The role of the Strategic Housing Board is being reviewed by the Housing Delivery Manager.

The town centre regeneration programme has, through the regeneration partner, tested the 4 major schemes the partner will support delivery of and there are expected to be firm project
specifications developed over the next quarter.

On agreement of the Housing Delivery Plan it is anticipated that the probability for this risk will be reduced.
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(as at 09/07/2024)

Risk Code: CP47 Effective delivery of Economic Growth Strategy Accountable Officer : Alan Denby

Description:

. - . . L . o Risk Completion Officer : Lisa Tuck
The council has a responsibility to promote economic wellbeing within Torbay, this includes the facilitation

and enabling of business survival and growth, employment opportunities for local people and an increase in Last Review Date : 25/06/2024
the level of productivity. The Economic Growth Strategy outlines the councils' strategic plans to achieve these

Current Direction of | pje tives and defines how delivery will help to tackle climate change and protect and enhance the natural L
Travel: : Identification Date: 22/06/2023
environment of Torbay.

Previous Direction of Previous Date of Change: 30/12/2023
Travel:

A

Mitigation status: Mitigation:

Budget & Prioritisation

Delivery plan monitoring/project and programme structure

Improve innovation and growth ecosystem in Torbay, with partners

Improve the business strategic voice

Relationship with DLUHC and Government

Secure medium term supply of employment land

Latest Note:

The risk relating to budget has increased, the budget for 2024/25 has not yet been confirmed. Current activity is largely funded by the UK Shared Prosperity F und (UKSPF) and a change in
Government might lead to a lag in funding and programme. Outcomes of the Local Plan review will provide clarity on employment land availability to be marketed. The inward investment
website requires updating as a marketing tool. The risk relating to developing the Local Business Voice is being addressed through the Place Leadership Board and the Combined County
Authority (CCA) Business Advisory Group.

Risk Code: CP52 Failure to effectively maintain the council’s assets & estate Accountable Officer : Alan Denby

Description:
Description: The Council when considering any reduction to funding for repair and maintenance of its estate

Risk Completion Officer : Liam Montgomery

across all groups of assets, manages this through the Council's asset management policy which seeks to Last Review Date : 25/06/2024
maintain and manage assets in line with corporate priorities, Legal and Insurance Policy obligations and

Current Direction of

relevant property and health and safety legislation. With an estate that covers hundreds of land and building

Travel: assets supporting front line services and indirect service provision, it is an estate that requires planned and Identification Date: 24/08/2023
reactive works to be prioritised which the Council delivers through a corporate landlord model.
Previous Direction of Previous Date of Change: 25/06/2024
Travel:

Mitigation status: Mitigation:

Active management of the Council estate

Ensure condition surveys are planned, reviewed and carried out

Ensure effective data systems and management information is in place

Ensure that required surveys i.e. fire risk assessments are being carried out as scheduled.

Ensure that there is effective corporate control of the estate

Review Asset Management Strategy

Review of allocated corporate budget

Latest Note:
No change from previous notes. Capital Investment Group has been created where condition surveys on Council assets are being reviewed systematically against set criteria with a view to
prioritising works against priority assets. This will enable an informed and strategic approach to be taken in requesting funds from the capital programme budget.

Furthermore, the Asset Management Strategy is being reviewed at Director level against the Corporate and Community Plan to ensure they align. The outcome will be presented to
Directors in July, as requested.

Risk Code: CP56 Failure to meet Care Act 2014 section five (one) Accountable Officer : Jo Williams

Description:

. . ” . . X . Risk Completion Officer : Adam Russell
Failure to meet the Care Act 2014 duty on the council to facilitate a diverse sustainable high-quality health

and social care market for the local population. The Care Act 2014 places a duty on the Council to “facilitate a || 15t Review Date : 20/06/2024

diverse, sustainable high-quality market for their whole local population and to promote efficient and effective

Current Direction of | ,o1ation of the adult care and support market as a whole. They must also ensure continuity of care in the \dentification Date: 24/08/2023
Travel: event of provider failure”. The Council and its NHS partners are wholly reliant on an external ‘for profit’ entification Date: 24/08/

provider market in Torbay, utilising an aging estate of largely C19th buildings. These services are not designed

to meet increasingly complex care needs related to physical frailty and mental ill health in an aging
Previous Direction of pop_ulatl_on, resulting in poorer_outcomes and increased service ct?sts. Fallurg tq develop effectlye .rTTodern_ Previous Date of Change: 11/03/2024
Travel: services in order to meet growing demand related to demographic growth, is likely present a significant risk to

the Council’s ability to meet its legal duties.

Mitigation status: Mitigation:

Closer working with TC housing developers

Ensure we have capacity in ASC to maintain market oversight

Replace ASC Case Recording System

Resolve operational challenges in operational contractual arrangements — ICO

Working with ICB very complex commissioning challenges

Latest Note:
All mitigation activities are ongoing and the level of risk and likely impact remain unchanged at this time.
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(as at 09/07/2024)

Risk Code: CP63

Current Direction of
Travel:

Potential loss of data through cyber breach (Adult Social Care)

Accountable Officer : Jo Williams

Previous Direction of
Travel:

Description:

On 30/03/2024 our community equipment service provider (NRS Healthcare) experienced a cyber security
incident. As a precaution all their IT and telephone systems were immediately taken offline and their business
continuity plan was implemented, including appointing external specialists to help them understand the
extent of the issue. They complied with their regulatory obligations including notifying the Information
Commissioner’s Office (ICO), police, NHS England, etc. They are working to restore all their services and
progress is being reported regularly to commissioners and their prescribers, and updates made via their
website and social media channels.However, a return to normal service delivery is not anticipated soon and
manual workarounds are continuing to be used, whilst IT systems are rigorously tested before being stepped
back up. This is obviously having an impact on day-to-day service delivery, and the impact of this is being
continuously monitored.

Risk Completion Officer : Chris Lethbridge

Last Review Date : 09/07/2024

Identification Date: 24/05/2024

Previous Date of Change:

Mitigation status:

Mitigation:

Action not due to start

Action ongoing

Business Continuity action plan

Commissioner meetings

Escalate this risk from service (operational) to the corporate register

Inform key stakeholders at the council, Trust & NHS Devon of the Cyber Incident & possible data loss

Action ongoing

Regular newsletter updates to NHS Prescribers.

Latest Note:

Commissioners Office.

The extent of the cyber security attack on NRS Healthcare over the Easter weekend and its impact is still being investigated nationally, with involvement from the police and Information

Torbay Council and local NHS colleagues are working closely with NRS Healthcare to establish if personal data relating to people living in Torbay was accessed as part of this attack. As at
early July, we are not aware of any local loss of personal data and impact for people in Torbay — however, we are tracking the situation on a daily basis. Our Data Protection Officer (DPO)
attends fortnightly national meetings with NRS, to be kept informed of the ongoing investigation.

If circumstances change and we need to contact both service users and prescribers, we will work in partnership with colleagues in the council, NHS and NRS to develop appropriate
communications and support.
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